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Cybersecurity Is An Organization Wide Responsibility

Although digital technologies have made society, government, and business more e¥cient
and innovative, they have also made our personal data increasingly vulnerable to theft
and attack.

The risk of cyber-attack has never been higher. The Global Risks Report 2022, published by

the World Economic Forum in collaboration with Marsh McLennan ranked “cybersecurity
failure” as a top fve risk for governments and businesses across Asia-Pacifc, East Asia,
and Europe.! Among business leaders, 88% consider cybersecurity as a direct risk that will
impact functions beyond technical IT teams.?

CYBER-ATTACKS WILL ONLY GROW IN SCALE

In late September 2022, an Australian telco disclosed that it was the subject of a major
security breach that had compromised the personal information of a signifcant proportion
of its c. 10 million customers. Among the sensitive information that was stolen were dates
of birth, email addresses, and passport numbers.

While concrete information about how the attack occurred is yet to be revealed, the
incident represents only the latest example in a worrying trend of rising cyber-attacks.
Recent freedom of information requests made to the O¥ce of the Australian Information
Commissioner suggest it is not even the frst of its size as there have been at least 11 other
breaches of a similar scale within the frst half of 2022.3

While attacks of public sector organizations remain high, research shows that bad actors are
increasingly targeting private companies with deep pockets and vulnerable legacy systems.*
It's no surprise that incidents of ransomware have spiked by 435% in 2020, in tandem with
the ongoing and rapid digitalization of modern business functions.® Globally, ransomware
alone is estimated to cost potentially cost businesses US$30 billion in damages by 2023.5

The frequency and scale of these attacks are rapidly increasingly, as hackers move away
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https://www.marshmclennan.com/insights/publications/2022/january/global-risks-report.html
https://www.marshmclennan.com/content/dam/mmc-web/insights/publications/2022/global-risks-report-2022/global-risks-report-202221t7hf#page=45whmclarshagehs95s/2022/global-risks-report-2022/global-risks-report-202221t7hf#pa/2022/c1ut3[/vpn-privacy202ta-breach-st2/gstics-facepoks-report-2022/global-risks-report-20222afr22/c1a/20not3[y/optus-breach-was-huge-but-1t7hfnies-lose-our-02ta-all-the-times/2020930-p5bmcsks-report-2022/global-risks-report-2secu#payiionlligence22/c1articlescatstsclarshacauses-governmns/-02ta-breachoks-report-2022/global-risks-report-2dl.acronis22/c1u/rc/Whpa/-Paper-Acronis-Cyber-Proa/2t-Cloud-CyberthreatscRehs95sMid-years/202-EN-US-0208112/global-r3ks-report-2022/global-risks-report-2d2taproa.net/st2/gstics/ransomware-st2/gstics//www.marshmclennan.com/content/dam/mmc-web/insights/publications/2022/global-risks-report-2022/global-risks-report-202221t7hf#page=45whmclarshagehs95s/2022/global-ri9/ww



https://www.controlrisks.com/our-thinking/insights/reports/cyber-threats-living-with-disruption
https://unit42.paloaltonetworks.com/2022-ransomware-threat-report-highlights/

Cybersecurity Is An Organization Wide Responsibility

While the monetary impacts of reputational damage are difcult to quantify, it's easy
to understand how a company'’s tarnished reputation could have a direct impact on
attracting and retaining customers.

Companies that fall prey to cyber-attacks could also fnd themselves vulnerable to class
action initiatives. These lawsuits are common in the US, where related spend topped
out at US$2.9 billion in 2020, though they tend to be rarer in other jurisdictions.!
However, it is reasonable to assume that interest in class actions will grow as more

of these breaches happen.

CYBERSECURITY 1S AN ORGANIZATION-WIDE ISSUE

As more of our key infrastructure and resources become digitalized, responsibility for
cybersecurity within organizations must expand. This is especially the case given that
demand for cybersecurity professionals has over time by far outpaced the capacity
available within the market.?

No single team should — or can — be the sole line of defence in an organization, especially
when 95% of cybersecurity issues can be traced to human error.®® Further, every employee
needs to be trained as internal actors are responsible for 43% of data loss, half of which was
intentional, and half accidental.* As we noted in a 2018 paper, it's practically impossible for
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Cybersecurity Is An Organization Wide Responsibility

In light of potential regulatory and legal risks, the playbook can also act as evidence to prove
that companies have an adequate response in place for when a cyber event does occur, and
the resulting governance can efectively mitigate risks that occur in the aftermath.

Prioritize cyber skills at the board level. As cyber-risks rise in importance, company
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Oliver Wyman is a global leader in management consulting that combines deep industry knowledge with
specialized expertise in strategy, operations, risk management, and organization transformation.
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